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Chapter 5. Transnational Organized Crime: 
the SOF Nexus

Colonel Earl Vandahl

The contemporary security landscape is filled with threats, none of which 
is less pressing than TOC, which represents both a domestic, as well as 

a regional threat. Although largely a law enforcement issue, there is a role 
for SOF in filling the gaps and enhancing the networks that may have TOC 
as their principal raison d’etre. This viewpoint is steeped in personal expe-
rience in command of the CANSOF contribution to an interagency team 
responsible for domestic response to weapons of mass destruction, as well 
as a member of the Strategic Joint Staff of the CAF, which provides our CDS 
with command support. As part of this support to the CDS, the Strategic 
Joint Staff interacts with the military operational level and the departmental 
policy level to seek military and political approval for new missions. As such, 
there is often a nexus with national security issues such as TOC. 

It is within the realms of national defense and national security where the 
TOC/SOF nexus occurs. In fact, there are three areas that warrant further 
investigation when considering the use of SOF in the fight against TOC:

1. SOF’s general attributes and their potential to exploit opportunities 
to optimize those attributes for this type of fight;

2. SOF capability areas, such as the ability to gain access to inhospitable 
terrain, surveillance skills, as well as experience in the cyber domain; 
and 

3. Leveraging the Global SOF Network and other interagency networks.

Colonel Earl Vandahl joined the Canadian Special Operations Forces com-
munity in 2001, serving in command and staff positions at the Dwyer Hill 
Training Center and the Force Development Directorate of Canadian Special 
Operations Forces Command Headquarters in Ottawa. He currently serves 
in the Strategic Joint Staff as the section head for Middle East and Africa 
Plans.
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The first idea revolves around the concept that there are a number of 
general SOF attributes that could support the fight against TOC. Specifically, 
SOF teams are quite small and present little political risk to the contrib-
uting nation, as well as the hosting/supporting nation. This, coupled with 
SOF’s very high readiness, translates into speed of mission approval and 
deployment. As such, SOF can be forward deployed to deal with TOC issues 
that may be occurring in other countries, but that have a direct impact on 
domestic and/or regional security. In the new borderless world, shaping and 
influencing events offshore are often more cost efficient, timely, and effective 
than waiting for the problems to occur domestically.

As such, in support of these types of international deployments, the 
complex Status of Forces Agreements for large numbers of troops can be 
put aside in favor of other approaches to privileges and immunities that are 
often much easier and more quickly negotiated. Moreover, SOF’s orientation 
toward modest, enduring relationships yields a considerable persistence in 
their forward deployments, which cultivates the types of partner investments 
in the relationships that further support the case for improved privileges 
and immunities. 

SOF have also shown themselves to be particularly adept at military and 
security capacity building.1 Therefore, governments funding SOF activity 
recognize that a long-term commitment of SOF to a country yields posi-
tive results in the building of the social contract between partner militaries 
and the governments they serve. In essence, it strengthens governance. This 
dimension is particularly important in the fight against transnational crime, 
as weakened political and bureaucratic structures are highly susceptible to 
corruption and graft.

SOF also provide considerable agility and flexibility to deliver effects 
that suit the political reality of the region they operate within. The concept 
of ‘by, with, and through’ is an integral part of SOF culture and as such rel-
egates SOF to a position in the background, one they are very comfortable 
in, which minimizes the potential for conflicts stemming from accusations 
of foreign interference. This can be a major concern for host nations facing 
opposition criticism of foreign occupation/control. The weak infrastructure, 
specifically public communication, in at-risk states makes this issue even 
more problematic. As such, SOF’s small footprint also ensures that when 
operating internationally, the developing countries’ bureaucracies and mili-
taries are not overwhelmed by our involvement. Because of their experience 



61

Vandahl: Transnational Organized Crime: The SOF Nexus

in the foibles of the domestic interagency environment, SOF operators can 
tailor their planning support to provide optimal outcomes that best suit the 
programs and resources that are available.

SOF’s ability, based on their attributes, to contribute to the fight against 
TOC is also enhanced by their ability to operate within the interagency 
domain. This ability could be even further enhanced through the vehicle of 
secondments and exchanges of officials within law enforcement, customs, 
and national financial regulators, as well as immigration agencies. SOF also 
have experience with public-private partnership arrangements in the provi-
sion of security and other services, and could therefore bring insight into 
the optimal use of these types of arrangements to provide support in this 
line of work.2

SOF involvement in fighting TOC is not without limitations, and like any 
government entity there are pressures on budgets. This can be especially true 
in areas where departments are loath to risk shedding legacy capabilities or 
adapting what they do have for fear of being caught in a crisis and then suf-
fering the predictable political and public backlash for not being prepared. 
Moreover, partnerships are increasingly difficult to develop as interagency 
partners focus on the delivery of their core mandates, sidelining new ini-
tiatives. As a result, the inability to work on new capabilities is often not 
by choice. Rather it is driven by crises that define the volatile nature of the 
current security environment, distracting governments from the long-game 
toward outputs and programs that support the domestic audience and politi-
cal expediencies. This situation produces an allergic reaction to the notion of 
interagency leadership, a critical element if any meaningful and long-lasting 
effects are to be achieved in the battlespace of the future.

One final thought on SOF’s general attributes is required. In addressing 
this type of asymmetric problem, SOF will likely offer the use of asym-
metric methodologies. The analysis of the problem itself will be complex 
as an agreed strategy will be necessary. The complexity and dynamism of 
the threat may dictate several approaches that could involve the targeting 
of centers of gravity, nodes, links, and lines of communication, as well as a 
host of other decisive factors. SOF are comfortable with this type of target-
ing of networks; however, aligning the interagency partners with this way 
of thinking may be more demanding as cost/benefit analysis is undertaken, 
as well as the prosecutorial risk for our partners.3 Clearly, the types of rela-
tionships being discussed here are long-term in nature and demand access 
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to a panoply of capability skill-sets within the interagency domain (and 
potentially beyond).4

The second main idea of this chapter is the fact that SOF currently possess 
capabilities that can contribute to the fight against TOC. Considerations of 
the issues raised to this point demonstrate that SOF can be organized in this 
fight as an extension of the domestic arm of law enforcement for out-of-area 
or rural domestic settings. The SOF ability to operate in challenging terrain is 
worthy of mention, as it would otherwise be difficult or impossible for other 
domestic agencies to maintain, amongst other things, surveillance. Specifi-
cally, the terrain being referred to is the harshest of land and/or maritime 
environments, whether domestically (where national laws permit) or inter-
nationally, where skills to operate effectively requires advanced training and 
experience. In addition, these austere environments also require specialized 
sustainment capabilities. 

Furthermore, SOF skills also extend beyond the austere environments 
to operations within the types of urban landscapes that are common in 
developing countries that are not familiar to domestic law enforcement. 
SOF teams have the ability to operate remote systems and maintain a well-
established intelligence reach-back capability that can support biometric, 
electronic, and other means of exploitation to determine pattern of life (for 
example) as well as support criminal network analysis. Rapid exploitation of 
sensitive sites is also a SOF capability, where sophisticated portable analyti-
cal capabilities can be used to provide forensic quality results in very short 
timeframes. These types of capabilities contribute to SOF’s ability to disrupt 
or interdict these types of networks.

Importantly, the opportunities for SOF contributions exist beyond the 
kinetic and reach into cyber. The cyber domain presents emerging oppor-
tunities for SOF, such as the exploitation of open-source information and 
information operations. Growing intelligence opportunities exist within the 
massive amounts of open-source data in existence, and our adversaries use 
this information exceptionally well against us, therefore it is time we used 
it more capably against them. 

However, these areas are not without legal and jurisdictional challenges, 
and there is a recognized need to institutionalize an ability to get out in front 
of these issues to resolve them, working with new partners and enhancing 
our networks. TOC’s involvement in human trafficking has huge security, 
economic, and social implications for all of our nations,5 but trying to make 
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the case for new, more novel approaches to our political and bureaucratic 
masters is difficult. There must be a clear and unambiguous case for action 
and a cost-benefit relationship. To get to this point requires that we move 
our attention further from the ‘alligator closest to the boat’—a very daunt-
ing challenge when our senior policymakers are consumed day-to-day by 
crises—to a more distant strategic horizon. As such, there is a need for new 
forums, new networks, and better thinking to address emerging security 
threats.

In Canada, we have begun to try to carve some space in busy calendars 
to look at the more strategic distant threats, or ‘alligators a little farther from 
the boat.’ We have termed this the Strategic Orientation Look Ahead (SOLA), 
or process, which has been underway for approximately a year.6 Personally 
directed by our CDS, the SOLA gathers the service chiefs, the CDS’s most 
senior advisors, as well as the department’s senior bureaucrats, to examine a 
topical issue, with the intent of understanding what the implications might 
be for the immediate (one to three year) planning horizon. There is only 
enough white space in the diary of senior leaders to conduct four of these 
sessions per year, as they have a read-in and usually four hours of discus-
sion per topic. The benefit of this investment in time can be significant in 
shaping thought, as the analysis is often shared with our networks, allies, 
and interagency partners, as well as our central agencies, and has even gone 
as high as the head of state.

The final concept to examine is the building of the networks that have 
been mentioned often in this chapter. There is a significant body of aca-
demic study of networks,7 which is a worthwhile study as SOF rely hugely 
on their networks for success. The striking issue is that we put more effort 
into understanding our adversary’s networks than we do in understanding 
our own national and allied networks. In general, networks are most useful 
in dealing with complex and unpredictable problems, and if a capability 
cannot be built organically or contracted from the economy, it should be 
expected that a network type arrangement will be necessary. Networks can 
be established from the top-down, the bottom-up, and from somewhere in 
the middle where groups of like-minded individuals may find themselves 
together coincidentally, and not through deliberate planning.

Networks are hugely popular right now because they are an effective way 
to ensure communication among disparate members of the net. There has 
been much done in the last 20 years in the improvement of disaster response 
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networks, for example, often as a result of painful lessons learned.8 Crises 
or special events often result in top-down directed, purpose-built networks 
that also come with the commensurate funding.

Networks are not without their challenges, however, especially account-
ability and cultural issues. Information sharing and privacy are a challenge, 
and the outcry at recently enacted anti-terror legislation in Canada shows 
only one dimension of the problem.9 But we need networks, especially in 
the fight against TOC. After all, you need networks to fight networks; but, 
building networks takes time, patience, and understanding.

In the end, TOC represents an insidious growing threat to nations and 
regions. Adaptable, agile, and networked, TOC is a complex adversary that 
requires a coherent, cohesive, networked response. SOF can assist in this 
fight. SOF possess specific attributes and capabilities that can assist their 
interagency partners and allies combat TOC. SOF also bring to the game a 
powerful global network that can apply their collective strength to battling 
TOC. The key is tying SOF and all the other interagency and regional part-
ners together in a cohesive manner. 

Endnotes
 1. Canadian capacity-building efforts are funded through the Department of Foreign 

Affairs, Trade and Development and delivered as a comprehensive (interagency) 
effort. The program’s objectives have consistently been met, and its funding and 
mandate recently renewed. See http://www.international.gc.ca/crime/ctcbp-parca/
mandate-mandat.aspx?lang=eng.

 2. The validation and quality assurance of consular security in foreign missions 
is an area where SOF have experience. Consistently in support of interagency 
partners and usually at high-risk missions for the development of statements of 
work, as well as supporting quality assurance once contracts are let. This may 
also include validating contractor training. 

 3. Organized crime exploits weak governance and uses graft and corrupt officials 
to support its objectives. Partnering with countries that operate in this situation 
poses challenges and evidentiary rules are no exception. Asset freezes and travel 
bans are preferred where transparency in a partner’s justice system is low.

 4. One dimension of this is linked to Canada’s anti-bribery law, the Corruption of 
Foreign Public Officials Act. On conviction, it precludes private enterprise from 
bidding on any government work for a number of years. Most nations have this 
type of legislation on the books, but Canada differs in the scope of activities 
that are considered offenses as well as the scale of the penalties. The complexity 
of pursuing criminal networks in this environment demands a more fulsome 
appreciation of the second and third order consequences of our actions.
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 5. See the United Nations report at: https://www.unodc.org/documents/human-
trafficking/An_Introduction_to_Human_Trafficking_-_Background_Paper.pdf. 
The profits to organized crime were pegged at $32 Billion USD in 2008, and the 
expectation is they are growing. The scale of the profits clearly has the potential 
to undermine security and societal foundations. 

 6. The SOLA objectives and process were promulgated at UNCLASSIFIED CAN-
FORGEN 093/15 CDS 023/15 201942Z MAY 15 CDS STRATEGIC OUTLOOK 
FUNCTION. This message is not available on the Internet.

 7. There is a useful overview of networks at: http://www.macrothink.org/journal/
index.php/jpag/article/viewFile/4870/4397. Issues such as governance, mandates, 
funding, bottom-up, top-down, etc., are discussed. This article also provides useful 
insights: Twitchell, D. G., Bodrero, R., Good, M., & Burk, K. (2007). Overcoming 
challenges to successful interagency collaboration. Performance Improvement, 
46(3), 8-15.

 8. The premise here is that no single level of government can maintain all the neces-
sary resources and capacities to address every need, especially in a large-scale 
event, thus a network is established. Even where networks do exist, they need 
to be revisited and refreshed as authorities and accountabilities change. This 
was a critical shortfall in the Hurricane Katrina relief effort and a second-order 
consequence of the establishment of the U.S. Department of Homeland Security.

 9. For a good summary of the debate on implications for free speech, preventive 
detention, and the ability of the Canadian Security Intelligence Service to directly 
intervene—heretofore the domain of law enforcement—see: http://thewalrus.ca/
bill-c-51-the-good-the-bad-and-the-truly-ugly/. Although the legislation was 
amended, its substance remains intact.


